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Last mont hds meet i nguploaded herhandouts into the ICON
covered the important topics of com- Yahoo group Files area. | have also up-
puter and personal security. Special loaded the 57 -page identity theft pam-

thanks to Randy Gilbert and Diane phlet, o0Tips For Pro
Fahlbusch for generously sharing their VACY -Dondt Become A V
knowledge and time. Awareness of the | DENTITY THEFTG6 from
large number of threats is, unfortu- the NYS Attorney General. That

nately, Job One these days. agencyodos Web site al

| & v e Frauds section, with more information,
and forms to report ID Theft, at
http://tinyurl.com/mmrrax

As a suppl ement
Files area of the ICON Yahoo group a
recent McAfee Research report on the
OWebds Most Danger ouTheconstant stream of people well into
Yes, looking for certain phrases in a the meeting makes it impossible for vol-
search engine can be much more likely unteers at the Welcome tables to benefit

to lead you to Web sites waiting to do from presentations. So we will be clos-

ing the table before the presentation.

This should give members at least 40
minutes to enter the door prize draw-

ing. Newsletters and handouts will be
available for the entire meeting. We
know that youdlndonaind

-character typo can also lead you to
booby-trapped or phishing Web sites.
Criminals are buying domains with
common misspellings (examples could
be microsogt.com or yshoo.com) waiting

CopyyYéeond 66d) ub up. wantsthe people who give extra, to help
Suited software now ICONmembers,togetless
dication of a Web siback

protecting your computer from viruses - Ira Brickman,

& malware and preventing intrusions.
In regards to Identity Theft, Diane has

ICON President
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DISCLAIMER

This newsletter is freely offered to everyone. It may be copied, duplicated and shared with others. The information that has
been placed into the newsletter has been obtained from many sources and cannot always be verified or tried on every type of
computer or operating system. As such, ICON PC User Group cannot be responsible for any adverse outcomes that may
result from information herein. Before applying any suggested changes, or installing recommended programs, you should

backup your computer system and verify the recommendations with the manufacturers of your system and its components.
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By Diane Fahlbusch

Copying 0 Is It Okay?

(The following is the personal opinion of a layman, and is NOT intended to be legal advice)

We all have come across items that we would like to
keep a copy of. But do you have the right to do so?
That depends upon whether the item is in the Public
Domain. This means that the laws do NOT protect
the material, and you have the right to make a copy
and use it as you see fit. If it is not in the public do-

lending libraries were commonplace. The new laws
added the new mediums (but not sound recordings) to
the list of copyrightable material, extended the time of
copyrights to 28 years, provided the material was
properly filed and marked when published, with a re-
newal right of 28 years, and allowed libraries and his-

main, itds protected. | f ytarieal societie®to rmain@io qoyies forcarchivadand b e
guilty of oOinfringement 6, oprubeviecn ucscemmi t(tMin gt oann Bielrll eegdasl mc
act. (I nfringement means, 0 br kaliwn@ @ oidgnokiengvhtelmne | st eal i
terms or obligations of an weegree ennoetnotr,i oluasw,f oert cc.oopjy;i nigl loen-e
gal means, Oprohibited by Icausedtjwas usudliyhnotwfitiendevin, fledanddh ci vi |

offense, usually carrying financial penalties; the sec-
ond implies a criminal activity carrying financial pen-
alties and/or jail time.)

So what IS a copyright? It is the right of the author to putg-
lish, sell, rent, lease, lend, distribute, reproduce, prepare de

rivative works, publicly perform (including digital audio

marked.) Quite frankly though, the average person
did not really have any affordable means of copying
material. But this means that anything published
rior to 1923, and most government documents

uch as laws, are in the public domain . Ifitwas
NOT published, copyright laws may still protect it!

transmissions of sound recordings) or display the material, as The 1920s introduced the talkies. Copyright law
well as extend these rights to others. The author also has thgiered to include it and public presentations to the

right of fattritbadaimaothorskipnpde- i)ig t s Bmalictreiéival of the copyright was added in
vent the use of his or her name on modified works, andto 194 as well as extending the renewal another 67
prevent intentional dl_stortlons, mutylatlons and modlflcatloln, years for a total renewal period of 95 years. The

and any grossly negligent destruction of a work of recognizefl g ¢ 5

4 ) . introduced affordabl e at
stature Su_nply put, itis the right of the author to control ... The music industry initially did not object until dual
who can display, reproduce, perform or adapt the work with- ders became commonolace. Thev were
out maligning it or the author, and without hindering the cassette recorders beca P - [hey wel
aut hords abil ity Howevegr,dawrhak-t an{;e5nﬁ]d Fr{ag]oge p@\ﬁf? VKOPId make multiple copies
ers also understood that making this an exclusive right woullP 9'V€ 10 friends, and sales would drop. A compro-
hinder freedom of speech, education, preservation of materi™iSed was reached requiring manufacturers of audio
als, and get the general public into a lot of trouble. It would 'écording devices to pay royalty fees, and the music
mean that critics would not be able to make commentaries, industry found that it did not suffer financially. After
newspapers would not be able to quote anyone, libraries co@lfl everything was in analog format, which causes
not distribute information, teachers would not be able to usedegradation of the signal with each generational
many materials, and individuals would be unable to sing a transfer.
song they heard without violatin t he | aw. T t 6s wh t h
copyright |l aws now include aT_Iﬁ%afg7(lEJ_%%ébrc?‘é%agagq%'m”@%tC%‘?ng
it to the courts to determine what is and is not fair use, with €Nsions, more copyrightable material, readily accessi-
nothing specific about individual consumers. ble photocopy machines and video recorders. Copy-
rights now lasted for 75 years or for the life of the au-
thor plus 50 years, and extended to unpublished
When the United States enacted its first copyright works. The actual audio recording was now protected,
law back in 1790, the only materials that anyone not just the song. Printed works could be reproduced
thought of protecting were the written word, maps easily. Most people do not consider it an infringement
and charts. The a uthelsaerrightv a sfor gonsanpets enakingaépersonal copy of a periodical
and liberty of printing, reprinting, publishing and or a book, but some do. Why the ambiguity? The
v e n di n buéstated nothing about transcribing it. OFair Useo6 provision, A 107, we
The copyright was only good for 14 years, provided it which clearly states that a copyright is not an EX-
was properly filed and labeled, with a renewal for an- CLUSI VE right. 't cl| efarpdr-y al | ¢

poses such as criticism, comment, news reporting,
teaching (including multiple copies for classroom use),
schol arshi p, oGQtherrexcaptoasrtahk é ¢ |

other 14 years. The law did not change significantly
until 1909. At this time new mediums had appeared
on the scene (photographs and moving pictures), and
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Copyingfi continued from page 2 paperwork to protect.

determined on an individual basis follow these
criteria:

Video recorders
brought new entities to
the legal arena. The
courts determined that
0 e p h e m@astiad far a
brief time?) copying of
broadcasted presentations

o . for otime shiftin
(3) the amount and substantiality of the portion used watch at a later time) for

in relation to the copy -righted work as a whole; -~ ; personal use was fair use

and in 1984, as long as the transmitting entity is duly

licensed and pays all royalties; but no clear decision

about olibraryingd (keeping th
Furthermore, it was mandated that anti  -copy

(1) the purpose and character of the use, including
whether such use is of a commercial nature or is
for nonprofit educational purposes;

(2) the nature of the copyrighted work;

(4) the effect of the use upon the potential market for or
value of the copy-righted work.2

Copyright law defines a copy as: 0 ématerial objects, applications could NOT be used on broadcasted

other than phonorecords, in which a work is fixed by signals. Movies distributed on VHS tapes and VCRs

any method now known or later developed, and from finally carry a standard copy -guard protection,

which the work can be perceived, reproduced, or Macrovision, as prescribed in the Digital Millennium

otherwise communicated, either directly or with the aid Copyright Act of 1998 (DMCA). The law also states

of a machine or device. Th ethatyouaannd gse aniexiesnél davieewmi apptication t h e
material object, other than a phonorecord, in which the that breaks the code to gain accessto copyrighted

wor k i s f iAphdnordcardkise @ .éndaterial material. (But isndt that wha

objects in which sounds, other than those

accompanying a motion picture or other audiovisual The widespread introduction of DVDs created a new

problem. Once again the material is in digital form.

wor keéeoédl S :

Legislation does state that no device or software can

Rapid technological advances brought be produced or distributed for the sole purpose of

corresponding dramatic increase in regulations and decrypting/decoding copy protection devices.
lawsuits. Music CDs became a new issue. Digital Interestingly enough the warning on VHS tapes and
reproductions do not suffer signal degradation when DVDs vacillates from 0éno unau
copied, making the copies as good as the originals. to 0éany duplication in whole
The new regulation changes sided with the consumer. violationéd Further o®Gumtcedeci
But the real concern came from Internet sites allowing copying of a work may be a fair use under appropriate
people to download MP3 digital recordings or just circumstances, section 1201 does not prohibit the act of
share files. (Mp3 files do not contain copyright circumventing a technological measure that prevents
information.) The recording industry sued Napster for copyi Wgfoértunately, oappropria
violating copyright laws and won3. Washington are not clearly identified. But recording a live concert,
consistently supported t he \ddeatapingmeovie i amavig thaatertarnd puhliclk e a
copy for personal use, or even change the format, but distributing a work before ito
still seemsto support that if that copy is shared with all criminal offenses.

someone else, it IS an infringement. Other changes
included the copyrighting of restored works,

broadened copyright protection to all countries that
signed the Berne Convention Act, and increased
criminal penalties for piracy and bootlegging. (Piracy

is the act of obtaining a copy illegally®. Bootlegging is Theb(ionslgmer_can alter ?rcw.try i '.t ;]S necess;’:]lry ro
making, selling or transporting something illegally.) enable old equipment to function with new technology.

The | aw stated the consumer 'Bhgcopsynbgrr]istperpiged}oH] kgqn?grchiyabcgpge or

lend legally obtained copies in 1984, thus extending of software, but can only install the software on one .
the right of fair use. In 1998 copyrights were computer. Backup copies of software can be made if it

extended for 95 years from the publication date or 120 Is necessary to effect computer repairs, but must be
years from creation (whichever is longer), or for the destroyed afterward. E -Books provide an easy method

life of the author plus 70 years, and clarified whom an of duplication, and thus bring copying of the written
author could pass the copyrights on to.  One no longer word back into scrutiny.
needed to mark the work as copyrighted or file (Continued on page 6)

Computer chips and software are also protected.
An exception was made to allow consumers to remove
a chip from cell phones that restricts the choice of
provider. (The exception expires in October 2009.)
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Free Software n More and less

Stay on your toes!

Except for all those Madoff victims, most of us
believe [a] there is no free lunch, [b] you get what you
pay for, and [c] if it seems too good to be true, then it
pr obablrgallyitse I software, however, those
adages may not apply. With reasonable caution, some
great apps are out there waiting for us to download at
no cost.

The bad news is
phishing sites. Others offer a bit of possible value, but
hide it among more attractive download icons, so that
one clicks on the wrong i not free fi app. Typically, it
tempts the victim to download, install, and let it run.

The sales pitch (its scan found 386 dangerous prob-
lems on your computer that can be fixed for merely
$ ).

Some of these might actually work, but too
many some resemble the exterminator who offers a
free inspection and, when
a few dead termites to poi

it, but OFinallyFastoé TV c
to the frustrateidsb@wneompt-
Web search for it dihabyfast ®®am

Scam? You Better Read This Before You Try finally-

fastHere's What We Found. 6 A
one? There is no mention of the competing
OFinallyFastdé on this site

another product. It lists on the left quotes from re-
spected computer writers about registry clogs, and at
the right, quotes from nearly -anonymous happy buy-

ers. No, I woul dndét downl o
by such scoundrels for mido-
me. Has anybody actually t
willing to share your experience with ICON?

Ot her than at@ltorunsod (
technet.microsoft.com/en -us/sysinternals/
bb842062.aspx) | haven6t found m:
puter scrubbers that impress me. One that does is
Larry Cohents favorite, Cc
joyed a good reputation. For my stumbling Windows
2000 machine | purchased 0

$30 and with weekly re -scans, it raised the old clunker
from near -death and keeps it as fast (with 512Meg -
RAM) as this 4 -Gig Vista machine. The latter has sped
up nicely since | started weekly scans with Uniblue, a
program with some vague tie to Microsoft. For manual
or auto-scans, try Spybot Search and Destroy (S&D),
ZoneAlarm firewall, Comodo firewall, AVG antivirus,
AntiVir antivirus, Avast!, Antivirus which supply free
and popular protection for
the antivirus and firewall apps unless you really know
the inside scoop on each.

t-and-h o 8 kb o

'Googl ebds

Free |

s n-Oby JolanWhitey s f r e e

For the near -future,
watch for Android, a
free operating system
from Google for small
devices, plus upgrades
to Linux. Intel is de-
voting vast resources
to Linux program-
jili| ming, as are IBM and
8 Sun Microsys-
il tems plus all the usual
suspectsii Red Hat,
Canoni gmsedfsee Ubunt u.

and

Novell,
graphics programs include Artweaver and GIMP
(Photoshop-like functions), Scribus desktop publisher,
Irfanview photo viewer and more, Picasa 3 for photo
albums and editing, and the awesome OpenOffice 3x
*complete office suite. Check out Foxit Reader for
PDFs, Web browsers i Mozilla Firefox, Opera, Avant,

| es

i ed
Chr ome, and more.l Goo:q
high mark to surpass with its ever -growing array of
top quality programs that are free and spare, while
displaying minimal (but very effective) advertising.
There are reliable download sitesfi and then all the
others. | can recommend tucows.com, download.com
(Cnet-based), filehippo.com, and sourceforge.net. After
brief contact so far, | trust downloadry.com and net-
wolf.com. For a free education in what is out there,
check the massive branching of choices and descrip-
tions at freebyte.com. On any of the "good guys, " how-
ever, dondt be surprised
for-sale software, especially trial versions, scattered
through listings of freebies. Also, be aware that some
very capable free programs tempt the user to pay for
the upgraded version with many more features. If |
really need those advantages
mind paying to support the company, but the free ver-
sionds features that 1| ed
be all | need. Giving away great programs and ser-
vices just to reach a minuscule group of buyers still
works as a business model. We all benefit from that
approach, but we still need to help the good guys pay
their bills by purchasing
about to buy the deluxe versions of Adobe or Microsoft
offerings unless | really, really, really need them (and
can deduct them as a business expense), since there
are so many free or very cheap apps that meet my
modest needs. There are other charities | prefer to

support.

for

to fioi

u

(

me to

wor t|

Edi t or 6 ©nlynirstalleone antivirus program in
your system at a time. They tend to conflict.
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Command of the Command Prompt for Networks

(First in an ongoing series of articles)

In I'ight of President
computers get bugs), he was not able to discuss
networking at our | ast
article will try to pass along some tips on using the
command prompt in Windows to gleam much insight
into analyzing your network.

The initial command that will be discussed is the
ipconfig command. Using the command prompt
(cmd. exe) when you type
Settings\Owner >ipconfigo
marks) the following information will be displayed A
Your currently known IP address; the subnet mask;
and the default gateway for all adapters. (Other
adapters might include Wi -Fi and Bluetooth cards,
although they may be listed as disconnected.)

The result could look something like this:
C:\Documents and Settings\Owner>ipconfig
Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection -specific DNS Suffix . :

IP Address. . ..........:192.168.1.103
SubnetMask . ..........:255.255.255.0
Default Gateway . ........:192.168.1.1

And if you type: ipconfig /all  additional information

is given as shown below:
C:\Documents and Settings\Owner>
Windows IP Configuration

Host Name

Primary Dns Suffix

Node Type ............: Hybrid
IP Routing Enabled. . ......:No
WINS Proxy Enabled........:No

Ethernet adapter Local Area Connection:
Connection -specific DNS Suffix . :

Description
Family PCI Fast Ethernet NIC

Physical Address. ........:00-28-CA-25-1F-0D

- by Larry Cohen

me mb

0C:
(w

Brickmrn&n~ bon fwas ~eld
Dhcp Enabled...........:Yes
Autoconfiguration Enabled . . . . : Yes
IP Address. . ..........:192.168.1.103
SubnetMask . ..........:255.255.255.0
Default Gateway . . .......:192.168.1.1
DHCP Server...........:192.168.1.1
DNS Servers...........:192.168.1.1
Lease Obtained. . ........: Sunday, May 17,

2009 2:21:52 PM

Lease Expires
2009 2:21:52 PM

-- More --

Note: If there is more than one page of information
use the '"pipe' command

[ On
top command below the backspace key] in conjunction

with the more statement. For example:

dir | more

Press

the 6dspacebardé to ad
t he 0

6enterd® key to advance

However ipconfig only displays information. To
accomplish something, we must add parameters to the
command. [A parameter represents typing a space,
using the 6/86 (backspace)

Two valuable parameters for repairing your internet
connectionare 6i pconf i g addrde Ipeand 6
r e n e Whé former erases all the existing IP

addresses from your adapters and the latter (if
successful) will produce new IP address, a subnet

mask, and the default gateway along with the DNS

suffix. Hopefully this will solve any problems

Sometimes however you may have difficulty reaching
a particular site. This
resolved cached might be c
First type ipconfig /displaydns. This will display
recently visited sites. Next type ipconfig /flushdns,
which removes all listings. Now try accessing the
troublesome site.

Note: To obtain more information about the
command type: ipconfig /?

ipconfig

may

mo s

vanc
one

and

g

be
orru
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Copying dls It Okay? - by Diane Fahlbusch

(The following is the personal opinion of a layman, and is NOT intended to be legal advice)
(Continued from page 3)

The Internet introduced a new public medium. tionunder §506is 0 éreproduction of one
Anything posted to a website is classified as righted works during 180 day period having a total re-
odistributioné. Links to twaeiblsivalsuaref nmor € otmiaarg $1, 000.

under scrutiny. File sharing can easily be seen as a
copyright infringement, even if it is peer  -to-peer.
The Internet provider will NOT be held responsible
under 8§ 512 if the files are only automatically and
temporarily stored on its system without modifica-
tion, it does not initiate the transmission or select
the recipient. But that does not mean that the act of
file sharing itself is permissible.

Washington is presently reviewing all of these mat-
ters. They are holding public hearings starting in May
2009. Will it generate clarity and new legislation?

Only time will tell. Goto www.copyright.gov __ for more
information.

without committing an illegal act or infringement?

2 see US copyright laws, Circular 92, October, 2007

§ Anything in the public domain (www.copyright.gov)
§ One backup copy of your legally obtained s see the Napster vs. Universal Case summary & the
computer programs RIAA vs. Diamond Multimedia Case summary
the copyright holder, within those pre-
scribed guidelines (left) Diane lecturing on Identity theft at the May meet-
ing

But what about copyright protected written mate-
rial, sound recordings and video? Well, there is no
definitive answer. Copying copyrighted material
may be acceptable depending upon what you intend
to do with it, the way it is copied, and how many cop-
ies you make. Two of the big movie rental companies
simply state that they do not o0condonedé copying. It
MAY be permitted without any violation if you are
reproducing ONE COPY from a legal copy to begin
with, and it is only for personal use for you and your
immediate family. File format changing SEEMS to
be acceptable. But file exchanging with others does
seem to fall out of the O0personal usedé real m. Posting
something to an Internet site is clearly a violation.
(I know of a situation where over $15,000 in penal-
ties were levied because a 12 year old girl posted
MP3 files to her personal website!) This means that
including excerpts from movies or someone el seds
recorded music in your U -Tube video is probably an
infringement, which is why U  -Tube is now under
scrutiny.

Why is it uncertain? Because infringement
and criminal violations are based largely on who is
copying it (for profit or non -profit entity), the reason
for copying, (is it for educational, archival, commer-
cial use or private financial gain), and the impact on
the authords right to make Daonpdrto ffiotr.getA tcor ibr@ig[&a_lu_wiygmuar- i
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