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PROTECT YOURSELF

The dangers to Internet users are growing every month. There are many more
bad players out there using many more schemes including driveby downloads,
self-installing spyware and malicious ActiveX controls.

I believe my computer is fairly well-protected because I use pro-active soft-
ware to try to catch malicious attempts before they do their bad thing.

I’ve been using both AVG anti-virus and Microsotft’s Anti-Spyware beta for
well over a year. Problems from malware have been very rare. Yet, a couple
of months ago, I was on a known safe Web site with an ad banner at the top.
As I moved my mouse over the Web page to get to my browser’s menu bar,
the cursor traveled over the ad and. bang. the page changed, I heard my hard
drive chugging and before I could say “Oh Sh**!” T had Spy Sheriff on my
computer. This pretends to be an anti-malware program, but is itself malware
and is VERY difficult to remove. Several hours later I succeeded in getting rid
of it, but it taught me a valuable lesson about how dangerous the Web can be.

Ad banners are just one problem. What you’d imagine to be safe, is no lon-
ger safe. A very recent study shows sponsored links on the results pages of
search engines can be more dangerous than first thought. A recent article on
eWeek.com (http://www.eweek.com/article2/0,1895,1961510,00.asp)
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