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DISCLAIMER

This newsletter is freeware / shareware—It may be copied,
duplicated and shared with others. The information that has
been placed into the newsletter has been obtained from many
sources and cannot always be verified. Before applying any
suggested changes, you should completely backup your sys-
tem and verify the recommendation(s) with the manufacturer(s)
of your system and its components.
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Greetingsto all ICON
member s and guests!

For quite some time, | have maintained that some
of the best meetings we hold are presented by our
very own members. Last month’ sround-table
discussion of your questions, our web site, PC

security, and web-based Y ahoo discussion group
generated more great feedback and enthusiasm from members than
we've seen in awhile, Your participation is what makes it better. When
you step forward with an idea or question, it’swhat alows usto focus
on the things that matter most to you. We need for you to keep commu-
nicating your interests AND we need for some membersto step forward
and be part of our Executive Board, to help it and our club to grow.
Members who would like to have a bigger role in our group, please see
any of your ICON officers-we have plenty of space for new faces and
ideas!

Tonight's Mesting
John & Laura will

ICON is privileged to have two
of its members step forward to
restore membersold || present a series of workshops:
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On Friday, January 20, | had the pleasure of attending the first of a new
series of ICON Beginner Workshops about video creation and editing.
Presented by the talented producers, John and Laura Leiter (our very
own ICON secretary), this series of workshops will teach ushow to
make and edit high quality, smooth running, enjoyable home videos
with or without a digital video camcorder. Using software by Adobe
and other manufacturers, “Team Leiter” will demonstrate every step of

1 Continued on Page 3 cal. 1




Members Corner

We'd like to welcome Alice Dictor and
Theresa & John Neary as new members to the
ICON family. We hope that our new members --
and all of our existing membersaswell -- will speak
to one of the club officers about your computer in-
terests so that we can try to tailor our programs to
better meet your needs. And if you can spare a bit of
free time to volunteer, ask one of us about present-
ing a topic you know well at one of our mestings,
writing an article or product review for our newslet-
ter or helping staff the ICON table at one of the
local computer shows. We rely on volunteers for
our continued growth, success and very existence.
Let your friends know about us also. We're glad
you joined the ICON PC User Group and made us
your computer club!

Tonight, ICON’s own Laura Leita will
teach us a few digital photo editing tricks using a
powerful Open Source program caled The GIMP
(GNU Image Manipulation Program). It was de-
signed to rival most of the functionality and features
of the high-priced dternative, Adobe Photoshop,
but at a much lower cost — it’'s free! Laura will use
this meeting to show some simple techniques to
help you enhance your digita snapshots and restore
old or damaged photos.

Thanks so much to Randy Gilbert who
gave last month’s terrific presentation on the many
features of our ICON-Yahoo Discussion Group
and the ICON Website dong with some useful tips
on PC security. His presentation was all the more
remarkable because of the short notice he had to

prepare, as Brad Turner from Phonetegrity had to
cancel a the last minute. Brad hasn’t responded to
our request to reschedule that presentation, so if you
have any need for Internet phone services, you
might choose to find amorereliable provider. We'll
try to find another VOIP company to do a presenta-
tion at ICON soon becauseit isarevolutionary cost-
saving technology that you ought to become famil-
iar with,

And don’t forget to join us next month on
March 3¢ when Charlie Wagner (that’s me!) will
present everything you need to know about GPS
(the Global Positioning System), from handheld
unitsto car installationsto cell phones and more.

This month is our Member Appreciation
Night and al members whose dues are current will
receive alittle gift as atoken of our appreciation for
your support of ICON. When you get your door
prize label, be sure to initia the form by your name
and you'll receive your gift. Sorry, only one per
member and you must be present to receive it. If
you miss tonight’s meeting, they’ll be available next
month for as long as the supply lasts. This is just
one more dividend of your ICON membership. Be
sure to tell your friends about the benefits of be-
longing to ICON and encourage them to become
membersin Long Island’ s foremost computer club.

Congratulations to the winners of last
month’s door prize drawings: Bill Ephram,
Barbara Kruger, John Leita, Richie
Maughan, Jr., Theresa Neary and Vic
O’Ferrall. Kudos to Rich Milazzo for gener-
ously donating his 50/50 winnings to the club.
Good luck to all in tonight’s drawings!

ICON’s Beginnea Computer Workshops
have been replaced by the ICON Video Work-
shops, to be held the third Friday of every month
through July. John Leita, ably assisted by his wife
Laura, will guide us on how to make outstanding
home videos, documentaries and features from the
planning steps through the photography, editing and
DVD authoring stages. John will be using readily
available programs and equipment that will allow

(Continued page 6 column 2)

January ICON Mesting

Host Charlie Wagner with Technica
Assist by Randy Gilbert

John Houghton with a
Treasurer's Report

Webmaster Ira Brickman presenting a
tour of the ICON’ s website.

(Continued from Page 4)

covered SONY had used Rootkit technique, called
XCP (Extended Copy Protection), to provide Digital
Rights Management protection for some of itsre-
cent music CD’s. The technique hides folders and
files from Windows and scannersin a similar fash-
ion. A similar method is used in Kaspersky Lab's
Anti-Virus, called “iStreams™ technology.”

The problem with this method is that
“unscrupulous’ programmers can use the hidden
folder and/or data filesto put malware onto a com-
puter without the owner becoming aware of it.
Russinovich later stated that, although the Symantec
and Kasperky methods were not as dangerous as
SONY'’s, dl hide data from computer owners.

Symantec has released a patch for Systemworks that
is described here:

http://securityresponse.symantec.com/avcenter/security/Content/2006.01.10.html

Kaspersky defends its methods here;
http://www.kaspersky.com/news?d=177718126
SONY hasrecalled its affected music CD’s. For
information about SONY’'s XCP, read this FAQ:
http://cp.sonybmg.com/xcp/english/fag.html

The FAQ indudes alink to software that will either
update or remove XCP from your computer. This
page has an explanation of the software and alink at
the bottom of the page to download it:

http://cp.sonybmg.com/xcp/english/updates.html
For more information about Rootkits and Digital
Rights Management, read Russinovich’s blog:

http://www.sysinternals.com/blog/2005/10/sony-rootkits-and-digital-rights.html




Murphy's Computer Laws

No matter how good a deal you get on com-
puter components, the price will always
drop immediately after the purchase.
Any cool program aways requires more
memory than you have.
When you finally buy enough memory, you
will not have enough disk space.
Disks arealways full. It isfutile to try to get
more disk space.
Data expands to fill any void.
If aprogram actually fitsin memory and has
enough disk space, it is guaranteed to crash.
If such a program has not crashed ye, it is
waiting for a critical moment beforeit
crashes.
The hard drive on your computer will only
crash when it contains vital information that
has not been backed up.
Profanity is one language all computer users
know.
The most ominous words for those using
computers:. "Daddy what does 'Now format-
ting Drive C mean'?"
An expert is someone brought in at the last
minute to share the blame.
The probability of forgetting your password
is directly proportional to the frequency of
changing it.
The only program that runs perfectly every
timeisavirus.
The troubleshooting guide contains the an-
swer to every problem except yours.
Complete computer breakdown will happen
shortly after the maintenance person has left.
The smaller the size of your email account,
themore junk mail you will get.
When the Downloading Window says "99%
complete” there will be power failure and
you'll haveto start al over again.

Randy

(Continued from Page 1)

the video process, answering all questions along the
way, no matter how basic.

As someone that does not own adigital video cam-
era, | was alittle concerned about how | could use
the info from this workshop. Happily, the first thing
| noticed isthat, for demo purposes, they are not
using adigital cam, but a much more affordable
regular tape vhs-c camcorder, and an inexpensive
video capture device, simply attached to the com-
puter with a USB cable. Just about any old working
camcorder will alow you to film for this workshop!

(Membership Continued from page 2)
any workshop participant to make movieslike the

Hollywood pros with ease and on a budget.
Last Month's meeting was an overview of the work-
shop objectives. This month, on February 17, John
will begin looking & Adobe Premier, the leading
video editing software. You won't want to miss a
single session so note the date on your calendar!

MarketPro will have a two-day computer
show at Sports Plusin Lake Grove on the weekend
of February 25 & 26. If you'd like to help us staff
the table, be sure to contact our show coordinator,
Vic O'Ferrall at iconshow@hotmail.com. A big
“Thank You” to all those who helped out at the
ICON table last month: Neil Rosenberg, IraBrick-
man, Larry Cohen, Brian O’'Rourke, Tom Cott
and Vic O'Ferrall. There are no local Trigtate
(Farmingdale) shows to report on their current
schedule.

Charlie Wagner
Membership Chairman
cwagner @i conpcug.org

John and Laura gave out many great tips about im-
proving your photography from a“movie director”
point of view, explaining how the things you do will
look to the audience. Then they demonstrated how
tolook at a short video, frame by frame to make
changes. They even did a“live’ edit of a TV com-
mercial that amember brought in on a*“thumb
drive’. In future workshops, they will show us how
to use special effects and how to change a sound-
track to enhance your video. Thefull syllabusis
available for download on the ICON Y ahoo! Dis-
cussion Group, so you can see what each workshop
will “focus’ on. The workshop is open and free to
all ICON members, and will be held on the third
Friday of each month right in the Brentwood Li-
brary. There will even be the very first I1FF, the

ICON Independent FIm Festival: a contest for
members attending the workshops who create their
own five-minute film shorts! Details and prize info
TBA.

| can’t wait to see what our fellow members pro-
duce!




Bumper stickers01

| love animals, they taste grest.

EARTH FIRST! Well stripminethe other planets

later.

"Very funny, Scotty. Now beam down my clothes."

Friends help you move. Real friends help you move

bodies.

The gene pool could use alittle chlorine.

Make it idiot proof and someone will make a better

idiot.

He who laughs last thinks sl owest!

Give me ambiguity or give me something else.

A flashlight isa case for holding dead batteries.

Lottery: A tax on people who are bad at math.
www.ahajokes.com

Bringing Back Adobe Photoshop
Thumbnailsto Windows XP

When Adobe released Photoshop CS and Photoshop
CS2, the company disabled the ability for thumb-
nails of Photoshop files to be displayed in Windows
Explorer and My Computer in Windows XP. Prior
to these newer versions of Photoshop, PSD file
thumbnails were displayed. | can’t vouchsafe for
the actual reasons that Adobe chose to do this, but |
can tell you how to reingtate PSD thumbnails.

Y ou can resolve this problem by downloading afile,
and following the four steps bel ow:

http://www.sitepoi nt.com/images/aiicon.zip

Firgt, some information about thisfile;

Thisisa ZIP ed file containing the following —
readme.txt - instructions

aiicon.dll —a necessary support file

psicon.dll - another necessary support file
aiicon.dll.reg — one of two registry files necessary
psicon.dll.reg —the other of the registry files neces-
sary

Now the steps:

UNZIP thefilesto any folder you choose (as

long as you know where)

Copy thetwo DLL filesto thisfolder:
C:\Program Filess\Common
Files\Adobe\Shel I\

Double-click on each of the two reg filesand
click onthe“Yes’ button in the “Are you
sure...” question box that comes up

Re-boot you computer

RECENTLY IN THE NEWS

Symantec was criticized recently for hiding folders
and files from Windows, and malware scanners, as
afunction of its Systemworks “Protected Recycle
Bin.” Thisinformation was first revealed by Mark
Russinovich of Sysinternals
(www.sysinternals.com), the same person that dis

Continued on Page 7 Bottom

What Your Computer Really DoesWhen It'sldle

by Vinny La Bash, vlabash@home.com
ember of the Sarasota Personal Computer Users
Group, Inc.

You're sitting at your machine, thinking about what
to do next, when’your disk drive starts whirring and
thel \|/8ht fiashes, indicating that something is ngI ng
on. v hat is y(t)rlljr Ir(na%hm%dowt\ ? Your ands ae
nowhere near the keyboard or the mouse, and you
can be relatively certain that neither telepathy nor
telekinesisis at work.

One possihility is that your s%/stem is loading auto-
matic updates from Microsoft.com because you set
our system to download updates automaticaly.
"he same could be true for anti-virus programs,
firewalls or any egophcatl on software that offers this
type of automated service.

The Task Scheduler may be running a background
utility. Your automatic backup may be kicking in,
or an online subscription service is delivering re-

uested information as part of a service it provides.

ny number of similar operations could be goin
on. Thereisadark sideto this. Y ou may be infect
by a spyware program reporting back to its master
over the internet. Most spyware blabs about your
web surfing habits to a commercia entity so that it
can tailor adsto your individual tastes. Many ﬁeople
consider this annoying or intrusive. Nevertheless,
the designers of these programs have no desire to
hurt you. They want only to sell you something.

However, somethingi far less benign could be going
on. A program could be attempting to steal "your
banking information, PIN numbers, credit card re-
cords, social security information, and other finan-
cia da%a with the intention of draining your bank
account.

A Trojan horse program may be downloadi nP sgam
to retrangmit from your machine, makln%ltt ook to
recipients that you are the spammer. Other pro-
grams make your machine a "zombi€" or a node in
an array of machines designed to launch a Denial of
Service (DOS) attack on aweb site.

Worst of al, there have been instances reported of
stealth programs downloading child pornography
and retransmitting it to another machine. These pro-
grams make it look like you are the culprit, makin

ou subject to arrest and incarceration. This kind o
righteningly malicious activity has been rare, but
the dangerisreal.

If you are concerned about this, and you should be,
Windows XP offers a solution:

Click Start.

Click Run. .

In the text portion of the Run dialog box, type cmd
and click OK. .
This brings you to the Command Interpreter, which

starts out by displaying the Version of XP that's
running on your machine and some copyright infor-
mation. Now enter the command netstat -0, which
displays network statistics about your current active
connections.

There are five columns of information displayed.
The Proto column tells you what communication
protocol is being used for a particular process. In
most indances this will be TCP (Tde
Communications Protocol). This is irrelevant for
our purposes. Local Addressisyour machine.

Foreign Addressis the IP address and port number
of the machine the process is communicating with.

State informs you if the communication session is
sending or receiving, waiting, acknowledging or
finished.

PID (Process |dentifier) is the piece we need, be-
cause it identifies the process (program) that is con-
trotl ling the communi cations session from your com-
puter.

4. Perform the Ctrl+Alt+Del keystroke sequence to
bring up the Windows Security window.

5. Click Task Manager.
6. Click the Processes tab.

7. Click the PID column. This sorts the information,
]Enakl ng it easier to find the program you're looking
or.

Note: If the PID column is not displayed, you can
activate it from the View menu.

Examine the PID list until you find the PID number
(9) you found with the netstat command. If it's
msnmgr.exe or iexplorer.exe, there is nothing to
worry about. These are norma Windows XP proc-
esses and no cause for concern. There are many
other Iegzlxtamate Windows XP processes that are
likely to be listed in the Task Manager.

How do you tell the good from the bad? Unfortu-
nately, Windows itsalf isn't much help in showin
what anP/ given process is doing and you can't shoo
them all and "let God sort them out”. A search of
Microsoft's web site won't yield useful information.

A great place to find valuable information about
common Windows processesis:

http://vv_ww.li/utiIities.com/products/wi ntaskspro/
processhibrary/

This site contains information about al common
Windows processes, and the site administrators do
an texcellent job of keeping posted information cur-
rent.

Knowi ngghat's going on in your system is q(ood
but the best protection against intruders is to keep
%/ou.r anti-virus, firewall, and other specialized pro-
ection programs up-to-date.
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